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Anomalies
• Abnormal patterns in data
• Often referred as Noise or Outliers
• Anomaly detection is applicable in various domains

• Fraud Detection (Tabular data, Time series)
• Medical Imaging (Images)
• Baggage Scanning (Images) etc.
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3

Disadvantages of Supervised Anomaly Detection
• High annotation effort
• Class imbalance
• Cannot detect unseen anomalies during test time

Introduction to Unsupervised Anomaly Detection
• AnoGAN (GANs)
• EGBAD (BiGANs)
• GANomaly (Modified GANs)
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GANs are Neural Networks trained in adversarial manner.
It has two parts:
1. Discriminator (D): Acts as a binary classifier. Classify between real and fake data.
2. Generator (G): Generate data (𝑋′) as close as possible to true distribution (𝑋).

x ~ p!"#"(x)

z ~ p$(z)

Source: https://bolster.ai/blog/gans-in-real-world-can-bad-actors-use-gans-to-beat-ai/

𝐺 𝑧
𝐺 # ; 𝜃!

𝐷(# ; 𝜃")
D x ↑ 1 = Real

D G z ↓ 0 = Fake
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Understanding Loss Function

Discriminator point of view ↑ D(x) ↓ D(G(z))
Generator point of view ↑ D(G(z))

log(D(x)) log(1 − D(G(z)))

𝔼!~#!"#" $ [log(D(x)] 𝔼%~#$(')[log(1 − D G z )]

V D, G = 𝔼!~#!"#" $ [log D x + 𝔼%~#$(')[log(1 − D G z )]

min max V D, G = 𝔼!~#!"#" $ [log D x + 𝔼%~#$(')[log(1 − D G z )]
G D
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Optimization

Source: Generative Adversarial Networks, 2014
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Latent codes

1. Generator

Generator

Encoder

Generated Images

Generated codes

Dataset Images

2. Encoder



minmaxV(D, E, G) = 𝔼!~#!"#" $ [log D x, E(x) + 𝔼%~#$(')[log(1 − D G z , z )]
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G, E D

Loss Function:

Architecture:

Source: Adversarial Feature Learning, 2017 
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AnoGAN
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Source: Unsupervised Anomaly Detection with GANs to guide Marker Discovery, 2017

Uses DCGANs 

Anomaly Detection Technique
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Source: Unsupervised Anomaly Detection with GANs to guide Marker Discovery, 2017

1. 

2. 

z) z*…………

Latent Space

3.  Loss Function
a. Residual Loss:

b. Discriminator Loss:

4.  Anomaly Score

⟹
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Efficient GAN-Based Anomaly Detection (EGBAD)
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Source: Efficient GAN-Based Anomaly Detection, 2018

• AnoGANs require Γ optimization steps

• Enables encoder E to map input samples to their latent representation

• Anomaly Score: 

𝐴 𝑥 = 𝛼𝐿+ 𝑥 + 1 − 𝛼 𝐿, 𝑥 ,
where

𝐿+ 𝑥 = 𝑥 − 𝐺 𝐸 𝑥
)

And 

𝐿, 𝑥 = 𝑓, 𝑥, 𝐸 𝑥 − 𝑓, 𝐺 𝐸 𝑥 , 𝐸 𝑥
)
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Model: Autoencoder + Encoder + Discriminator

Autoencoder Encoder 2

Source:GANomaly: Semi-Supervised Anomaly Detection via Adversarial Training, 2018
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Source: GANomaly: Semi-Supervised Anomaly Detection via Adversarial Training, 2018

Contextual Loss: Make the reconstruction image similar to input image

Encoder Loss: Let the Encoder 2 learn encoding the normal image

Adversarial Loss: Feature matching

Overall Loss:

Anomaly Score:
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• Discussion of drawbacks in Supervised Anomaly Detection

• Introduction to Unsupervised Anomaly Detection

• Discussed GANs and BiGANs architectures

• Discussed AnoGANs, EGBAD and GANomaly

A. AnoGAN B. EGBAD C. GANomaly
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