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Introduction

Anomalies
 Abnormal patterns in data

* Often referred as Noise or Outliers
* Anomaly detection is applicable in various domains
* Fraud Detection (Tabular data, Time series)

* Medical Imaging (Images)
e Baggage Scanning (Images) etc.

™ Anomaly

Time




Motivation -

Disadvantages of Supervised Anomaly Detection
* High annotation effort
* Class imbalance
* Cannot detect unseen anomalies during test time

Introduction to Unsupervised Anomaly Detection
 AnoGAN (GANs)
« EGBAD (BiGANS)
 GANomaly (Modified GANs)




Intuition on Generative Adversarial Networks

GANs are Neural Networks trained in adversarial manner.
It has two parts:

1. Discriminator (D): Acts as a binary classifier. Classify between real and fake data.
2. Generator (G): Generate data (X') as close as possible to true distribution (X).
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Source: https://bolster.ai/blog/gans-in-real-world-can-bad-actors-use-gans-to-beat-ai/




Generative Adversarial Networks (GANS) -

Understanding Loss Function

Discriminator point of view ~—» TD(x) 1D(G(z))
Generator point of view ~ —» 1 D(G(2))
log(D(x)) log(1 — D(G(2)))
Ex-Pyara(0 [108(DG]  E,p,(z)[log(1 — D(G(2)))]
V(D,G) = Ex-p,...0[log(DX)] + E,-p,z[log(1 — D(G(2)))]

mén mgx V(D,G) = Ex-p,,..c0llog(DX)] + E,-p,z[log(1 — D(G(2)))]




Generative Adversarial Networks (GANS)

Optimization

Algorithm 1 Minibatch stochastic gradient descent training of generative adversarial nets. The number of
steps to apply to the discriminator, k, is a hyperparameter. We used £ = 1, the least expensive option, in our
experiments.
for number of training iterations do
for k steps do

e Sample minibatch of m noise samples {z(1), ..., z("™)} from noise prior p,(z).
e Sample minibatch of m examples {x(?),..., (")} from data generating distribution
pdata(m)-

e Update the discriminator by ascending its stochastic gradient:

Vo3 [i0s 0 (=) w10 (1= 2 (6 (+)))].

end for
e Sample minibatch of m noise samples {z(1), ..., z(")} from noise prior p,(z).
e Update the generator by descending its stochastic gradient:

Vo, 30w (1= (6 (=)

end for
The gradient-based updates can use any standard gradient-based learning rule. We used momen-
tum in our experiments.

Source: Generative Adversarial Networks, 2014




Bi-Directional GANs (BiGANS) _

1. Generator

2. Encoder
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Bi-Directional GANs (BiGANS) _

Architecture:
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AnoGAN

Anomaly Detection Technique

Identifying anomalies

Unseen data
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Source: Unsupervised Anomaly Detection with GANs to guide Marker Discovery, 2017



AnoGAN _

1. G(z) =z — x

min max VD, 6) = Bx-py,, 0 108OM)] + By, 10g(1 = D(G@))]

2. pi(x) = x > 2z
Latent Siace

3. Loss Function
a. Residual Loss:

Lr(zy) = Z x — G(zy)]

= Llz ) =1{1— Al s Cplze t 3 Xelalz
b. Discriminator Loss: (2y) = ) - Lr(zy) D(2+)

Lp(z,) =) If(x) - £(G(z,))|

4. Anomaly Score
A(x) = L(zr)

Source: Unsupervised Anomaly Detection with GANs to guide Marker Discovery, 2017



Efficient GAN-Based Anomaly Detection (EG-

* AnoGANSs require I' optimization steps

Enables encoder E to map input samples to their latent representation

features

 Anomaly Score: data

A(x) = aLg(x) + (1 — a)Lp(x), @_'@_@
where | |
(@

Le(o) = ||x — G(E(x))||1

@n.
x, E(x) Y g E)>_»

And

Ly() = ||fo(x EX) - fp (G(E(x)),E(x))”l

Source: Efficient GAN-Based Anomaly Detection, 2018




GANomaly

Model: Autoencoder + Encoder + Discriminator

Autoencoder Encoder 2
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Source:GANomaly: Semi-Supervised Anomaly Detection via Adversarial Training, 2018




GANomaly I_

Contextual Loss: Make the reconstruction image similar to input image
Lcon . EXNPX ||$ G G(x)Hl

Encoder Loss: Let the Encoder 2 learn encoding the normal image
Lene = Expy ||GE(x) — E(G(x))]]2
Adversarial Loss: Feature matching
Ladv = Exnpx [|f(%) = Exnpx F(G(%))|]2

Overall Loss:
L = wadv[-"adv + wconccon + wenc[-:enc

Anomaly Score:

A(x) = ||GE(x) = E(G(x))]|2

Source: GANomaly: Semi-Supervised Anomaly Detection via Adversarial Training, 2018



Experiments and Results

BiGAN/EGBAD and GANomaly performance comparison on MNIST and Fashion-MNIST datasets
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(b) Fashion-MNIST anomalous classes




Summary

* Discussion of drawbacks in Supervised Anomaly Detection

* Introduction to Unsupervised Anomaly Detection

* Discussed GANs and BiGANs architectures

e Discussed AnoGANs, EGBAD and GANomaly

X Dtz =) z' E(x) X D(x, x') D(x, x')  real/fake

A. AnoGAN B. EGBAD C. GANomaly
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